. MATTHEW KNIGHT, M.D., P.A.
NOTICE OF PRIVACY PRACTICES

Effective Date: 07/01/2022

THIS NOTICE OF PRIVACY PRACTICES (“NOTICE”)
DESCRIBES HOW PROTECTED HEALTH INFORMATION ABOUT YOU
MAY BE USED AND DISCLOSED AND
HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW IT CAREFULLY.

If you have any guestions about this Notice, please contact:

Name: Marissa J. Knight, J.D.
Title: Privacy Officer
Phone Number: 407-992-0660

Federal regulations, known collectively as the “HIPAA Privacy Rules”, require that we provide to you a
detailed notice in writing of our privacy practices. While we know that this Notice is long, the HIPAA
Privacy Rules require us to describe in detail the ways that we may use and disclose your protected health
information, as well as your legal rights and our legal duties with respect to protected health information.

Section A: Who Will Follow This Notice?
This Notice describes our practices and that of:

e Any health care professional authorized by this Company to enter information into your
medical record.

o Any member of a volunteer group we allow to help you while you are receiving care from this
Company.

e All our employees, staff and other personnel.

All of the following sites and locations follow the terms of this Notice. In addition, these sites and locations
may share protected health information with each other for treatment, payment or practice operations
purposes described in this Notice. This list may not reflect recent acquisitions or sales of entities, sites, or
locations.

801 N. Orange Avenue, Ste 520, Orlando, Florida 32801
1035 Primera Blvd, Suite 1041, Lake Mary, Florida 32746
1901 Lee Road, Winter Park, Florida 32789
3200 N. Wickham Road, Ste 5&6, Melbourne, Florida 32935

Section B: Our Pledge Regarding Protected Health Information.

The HIPAA Privacy Rules require that we protect the privacy of information that identifies a patient (or
where there is a reasonable basis to believe the information can be used to identify a patient) when: (a) the
health information is transmitted by electronic media, maintained in electronic media or transmitted or
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maintained in any other form or medium; (b) is created or received by us; and (c) relates to the past, present
or future physical or mental health or condition of a patient, the provision of health care to a patient, or the
past, present or future payment for the provision of health care to a patient. This information is called
“protected health information” or “PHI”.

We understand that PHI about you and your health is personal. We are committed to protecting PHI about
you. We create a record of the care and services you receive. We need this record to provide you with
quality care and to comply with certain legal requirements. This Notice applies to all of the records of your
care generated or maintained by this Company.

This Notice will tell you about the ways in which we may use and disclose your PHI. This Notice also
describes your rights and certain obligations we have regarding the use and disclosure of PHI.

We are required by law to:

e maintain the privacy of PHI about you, consistent with the requirements of the HIPAA Privacy
Rules;

e give you this Notice of our legal duties and privacy practices with respect to your PHI; and

o follow the terms of the Notice that is currently in effect.

Section C: How We May Use and Disclose Your PHI

The following categories describe different ways that we use and disclose PHI. For each category of uses
or disclosures, we will explain what we mean and try to give some examples. Not every use or disclosure
in a category will be listed. However, all of the ways we are permitted to use and disclose information will
fall within one of the categories.

. USES AND DISCLOSURES FOR TREATMENT, PAYMENT, AND HEALTH
CARE OPERATIONS

The following categories describe the different ways we may use and disclose PHI for treatment, payment,
or health care operations.

e Treatment. We may use and disclose PHI about you to provide, coordinate or manage your
health care and related services. We may consult with other health care providers regarding
your treatment and coordinate and manage your healthcare with others. For example, we may
use and disclose PHI when you need a prescription, lab work, an x-ray or other health care
services. In addition, we may use and disclose PHI about you when referring you to another
health care provider. For example, if you are referred to another physician, we may disclose
PHI to your new physician regarding whether you are allergic to any medications. We also
may disclose PHI about you for the treatment activities of another health care provider. For
example, we may send a report about your care from us to a physician that we refer you to so
that the other physician may treat you. We may use and disclose PHI to contact you as a
reminder that you have an appointment for treatment or medical care at this Company. We
also may use and disclose PHI to tell you about or recommend possible treatment options or
alternatives that may be of interest to you.

o Keeping Medical Records and Patient Care. We may use and disclose PHI about you so that
we can document your visit and treatment in your medical record. We may hire 3rd-party
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partners to perform remote medial documentation and scribing. For example, your provider
may have a microphone that transmits elements of your visit to a remote scribe for
documentation in your medical record. Thisaudio is transmitted over the internet via encrypted
networks. Video is not used and recordings are not made. While our partners are U.S.-based,
actual scribing may take place in a foreign country in HIPAA-secure environments. Using
Virtual Medical Assistants (VMAS) or Virtual Scribes (VS) allows us to document your
encounter in a reliable and accurate fashion without interruptions in your care.

e Payment. We may use and disclose PHI about you so that the treatment and services you
receive from this Company may be billed to, and payment may be collected from, you, an
insurance company or a third party. For example, we may give your health plan information
about a medical procedure that we performed for you, so your health plan will pay us or
reimburse you for the procedure. We also may tell your health plan about a treatment you are
going to receive in order to obtain prior approval or to determine whether your plan will cover
the treatment.

o Health Care Operations. We may use and disclose PHI about you in order to operate this
Company. These uses and disclosures are necessary to run this Company and to make sure that
all of our patients receive quality care. For example, we may use PHI to review our treatment
and services and to evaluate the performance of our staff in caring for you. We may combine
PHI about other patients to decide what additional services we can offer, what services are not
needed, and whether certain new treatments are effective. We may use or disclose PHI to an
outside organization that evaluates, certifies, or licenses health care providers or staff in a
particular field or specialty so that one of our staff members may become certified as having
expertise in a specific field or specialty. We may disclose information to doctors, nurses,
technicians, medical students, and even personnel from other medical institutions for review
and learning purposes; and we may combine the PHI we have with PHI from other medical
institutions to compare how we are doing, and to see where we can make improvements in the
care and services we offer. We also may remove information that identifies you from this set
of PHI, so others may use it to study health care and health care delivery without learning who
the specific patients are.

Disclosed information concerning my medical condition and treatment may include super
confidential information concerning sexually transmitted diseases, mental health, chemical
dependence, DNA samples or analyses, or other such information.

We also may contact you as part of our fundraising efforts. The only information about you
that will be distributed for any fundraising effort is your demographic information (e.g., name,
address, telephone number, etc.) and the dates you received treatment. All fundraising
communications will include information about how you may opt out of future fundraising
communications. If you elect to opt out of receiving further fundraising communications, such
election will be treated as a revocation of authorization and this Company will make reasonable
efforts to ensure that no further fundraising communications will be sent to you.

We sometimes contract with third-party business associates for services. Examples of such
services are answering services, remote VMASs and scribes, transcriptionists, billing services,
consultants and legal counsel. We may disclose your PHI to our business associates so that
they can perform the job we have asked them to do. To protect your PHI, however, we require
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our business associates to appropriately safeguard your information and comply with the
HIPAA Privacy Rules.

We also may disclose PHI for the health care operations activities of an organized health care
arrangement in which we may participate to other participants in the organized health care
arrangement. An example of an “organized health care arrangement” is the joint care provided
by a hospital and the doctors who see patients at the hospital.

USES AND DISCLOSURES FOR WHICH AN AUTHORIZATION OR
OPPORTUNITY TO AGREE OR OBJECT IS NOT REQUIRED

In addition to the various uses and disclosures of your PHI which routinely occur incident to treatment,
payment, and health care operations activities, we are sometimes required or permitted by law to make the
following types of uses and disclosures of your PHI, in which it is not necessary for us to receive your
authorization or to give you the opportunity to agree or object when we use and disclose your PHI.

Uses and Disclosures Required by Law. We will disclose PHI about you when required to do
so by federal, state or local law and the use or disclosure complies with and is limited to the
relevant requirements of such law.

Uses and Disclosures for Public Health Activities. We may disclose your PHI for public health
activities, including:

e The reporting of information for the purpose of preventing or controlling disease,
injury, or disability;

e The reporting of child abuse or neglect;

e To an individual having responsibility for the purpose of activities related to the
quality, safety or effectiveness of a FDA-regulated product or activity;

e To a person who may have been exposed to a communicable disease or may
otherwise be at risk of contracting or spreading a disease or condition, if we or a
public health authority is authorized by law to notify such person as necessary in
the conduct of a public health intervention or investigation;

e An employer, about an individual who is a member of the workforce of the
employer, if we provide care at the request of the employer; or

e Aschool, about an individual who is a student or prospective student of the school,
limited to proof of immunization.

Disclosures about Victims of Abuse, Neglect or Domestic Violence. We may disclose your
PHI to a government authority if we reasonably believe you to be a victim of abuse, neglect,
or domestic violence.

Uses and disclosures for Health Oversight Activities. We may disclose PHI to a health
oversight agency for activities authorized by law. These oversight activities include, for
example, audits, investigations, inspections, and licensure or disciplinary actions. These
activities are necessary for the government to monitor the health care system, government
programs, and compliance with civil rights laws.

Disclosures for Judicial and Administrative Proceedings. If you are involved in a lawsuit or a
dispute, we may disclose PHI about you in response to a court or administrative order. We
4
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may also disclose PHI about you in response to a subpoena, discovery request, or other lawful
process by someone else involved in the dispute, but only if efforts have been made to tell you
about the request or to obtain an order protecting the information requested.

o Disclosures for Law Enforcement Purposes. We may disclose PHI if asked to do so by a law
enforcement official for a law enforcement purpose:

e As required by law or in compliance with a court order, subpoena, warrant,
summons, administrative request or similar process;

e Inresponse to a law enforcement official’s request for such information to identify
or locate a suspect, fugitive, material witness, or missing person, provided that we
will only disclose limited information (which shall not include PHI related to your
DNA or DNA analysis, dental records, typing or samples or analysis of body fluids
or tissue);

e About the victim of a crime if, under certain limited circumstances, we are unable
to obtain the person’s agreement because of incapacity or other emergency
circumstance, provided that certain requirements are met;

e To alert law enforcement about a death we believe may be the result of criminal
conduct;

e About criminal conduct at our facility or at the hospital; and

e In emergency circumstances, to report a crime, the location of the crime or the
victims; or to report the identity, description or location of the person who
committed the crime.

e Uses and Disclosures to Coroners, Medical Examiners and Funeral Directors. We may release
PHI to a coroner or medical examiner. This may be necessary, for example, to identify a
deceased person or to determine the cause of death. We also may release PHI about patients
to funeral directors as necessary to carry out their duties.

e Uses and Disclosures for Cadaveric Organ, Eye or Tissue Donation Purposes. If you are an
organ donor, we may release PHI to organizations that handle organ procurement or organ, eye
or tissue transplantation. We also may release PHI to an organ donation bank, as necessary to
facilitate organ or tissue donation and transplantation.

e Uses and Disclosures to Prevent a Serious Threat to Health or Safety. We may use and disclose
PHI about you when necessary to prevent a serious threat to your health or safety, or the health
or safety of the public or another person. Any disclosure, however, would only be to someone
able to help prevent the threat.

e Uses and Disclosures for Specialized Government Functions. If you are a member of the armed
forces, we may release PHI about you as required by military command authorities. We also
may release PHI about foreign military personnel to the appropriate foreign military authority.
We may release PHI about you to authorized federal officials for intelligence,
counterintelligence, and other national security activities authorized by law. We may disclose
PHI about you to authorized federal officials so they may provide protection to the President,
other authorized persons or foreign heads of state or conduct special investigations. If you are
an inmate of a correctional institution or under the custody of a law enforcement official, we
may release PHI about you to the correctional institution or law enforcement official. This
release would be necessary for the institution to provide you with health care, to protect your
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health and safety or the health and safety of others, or for the safety and security of the
correctional institution.

Disclosures for Workers’ Compensation. We may release PHI about you for workers’
compensation or similar programs. These programs provide benefits for work related injuries
or illness.

USES AND DISCLOSURES WE CAN MAKE WITHOUT YOUR WRITTEN
AUTHORIZATION, FOR WHICH YOU HAVE THE OPPORTUNITY TO AGREE OR
OBJECT

We may use and disclose PHI about you in some situations where you have the opportunity to agree or
object to certain uses and disclosures of PHI about you. If you do not object, then we may make these types
of uses and disclosures of PHI.

Uses and Disclosures for Directory. We may include certain limited information about you in
our directory. This information may include your name, location in the hospital, your general
condition (e.g., fair, stable, etc.) and your religious affiliation. The directory information,
except for your religious affiliation, may also be released to people who ask for you by name.
Your religious affiliation may be given to a member of the clergy, such as a priest or rabbi,
even if they do not ask for you by name. This is so your family, friends and clergy can visit
you in the hospital and generally know how you are doing.

Uses and Disclosures to Individuals Involved in Your Care or Payment for Your Care. We may
disclose PHI about you to your family member, close friend, or any other person identified by
you if that information is directly relevant to the person’s involvement in your care or payment
for your care. If you are present and able to consent or object (or if you are available in
advance), then we may only use or disclose PHI if you do not object after you have been
informed of your opportunity to object. If you are not present or you are unable to consent or
object, we may exercise professional judgment in determining whether the use or disclosure of
PHI is in your best interests. For example, if you are brought into this office and are unable to
communicate normally with your physician for some reason, we may find it is in your best
interest to give your prescription and other medical supplies to the friend or relative who
brought you in for treatment. We also may use and disclose PHI to notify such persons of your
location, general condition, or death. We may use professional judgment and our experience
with common practice to make reasonable decisions about your best interests in allowing a
person to act on your behalf to pick up filled prescriptions, medical supplies, x-rays, or other
things that contain PHI about you.

Uses and Disclosures for Disaster Relief Purposes. We may use or disclose your PHI to a public
or private entity authorized by law or by its charter to assist in disaster relief efforts, for the
purpose of coordinating with such disaster relief agencies to make this type of notification.

Uses and Disclosures when the Individual is Deceased. If you are deceased, we may disclose
to a family member, close friend, or any other person identified by you who was involved in
your care or payment for health care prior to your death, your PHI that is relevant to such
person’s involvement, unless doing so is inconsistent with any prior expressed preference by
you that is known by us.
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(AVA USES AND DISCLOSURES REQUIRING WRITTEN AUTHORIZATION OR
CONSENT

We may not use or disclosure PHI about you without your written authorization in certain situations. If
you provide us with written authorization, then we may make these types of uses and disclosures of PHI.
We will not make other uses or disclosures of your PHI without your written authorization other than as
described in this Notice. Authorizations which are required for such purposes must contain, in plain
language, specific descriptions of the information you want disclosed, to whom, your authorized purposes,
and the duration of such authorization. Any written authorization you give us for such purposes may be
revoked by you at any time, except to the extent we have taken action in reliance thereon.

e Uses and Disclosures for Research Purposes. Florida law requires us to receive your written
authorization in order to use and disclose PHI about you for research purposes, even though
the HIPAA Privacy Rules do not require an Authorization under certain circumstances. For
example, we may disclose PHI about you to people preparing to conduct a research project
about patients with specific medical needs, so long as we receive an Authorization from you
allowing us to do so prior to disclosing PHI about you.

e Uses and Disclosures of Psychotherapy Notes. We need your authorization for any use or
disclosure of psychotherapy notes except to carry out certain treatment, payment or health care
operations, when required by the Secretary of the U.S. Department of Health and Human
Services (the “Secretary”) to investigate our compliance with the HIPAA Privacy Rules, or
when permitted as required by law, for health oversight, to coroners and medical directors, and
to prevent serious threat to health or safety.

e Use and Disclosure for Marketing. We need your authorization to use your PHI for any use or
disclosure of PHI for solicitation or marketing the sale of goods or services in accordance with
Florida law.

e Sale of Protected Health Information. We need your authorization to disclose your PHI in
connection with a sale of PHI.

Section D: Your Rights Regarding PHI About You
You have the following rights regarding PHI we maintain about you:

o Right to Inspect and Copy. You have the right to inspect and copy some of the PHI that may
be used to make decisions about your care. Usually, this includes medical, billing and
electronic health records, but does not include psychotherapy notes. To inspect and copy PHI,
please contact our Privacy Officer at the contact information below. Please note if you request
a copy of the information, we may charge a fee for the costs of copying, mailing or other
supplies associated with your request.

o Denial of Request to Inspect and Copy. We may deny your request to inspect and copy PHI in
certain circumstances. If you are denied access to PHI, in some cases, you may request that
the denial be reviewed. Another licensed health care professional chosen by the Company will
review your request and the denial. The person conducting the review will not be the person
who denied your request. We will comply with the outcome of the review.
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o Right to Amend. If you feel that PHI we have about you is incorrect or incomplete, you may
ask us to amend the information by submitting your request in writing to our Privacy Officer
at the contact information below. You have the right to request an amendment for as long as
the information is kept by or for this Company. You must provide a reason that supports your
request.

e Denial of Request to Amend. We may deny your request for an amendment if it is not in
writing or does not include a reason to support the request. In addition, we may deny your
request if you ask us to amend information that:

o Was not created by us, unless the person or entity that created the information is
no longer available to make the amendment;

e Isnot part of the PHI kept by or for this Company;

e Is not part of the information which you would be permitted to inspect and copy;
or

e Isaccurate and complete.

e Right to an Accounting of Disclosures. You have the right to request an “accounting of
disclosures.” This is a list of the disclosures we made of PHI about you. Your request must
state a time period, which may not be longer than six years and may not include dates before
April 14, 2003. We are not required to provide you with an accounting of disclosures of PHI
that were made:

For treatment, payment, and health care operations;

For use in or related to facility directory;

To family members or friends involved in your care;

To you directly;

To create a limited data set, pursuant to an authorization by you or your personal
representative; or

e For certain notification purposes (including national security, intelligence,
correctional, and law enforcement purposes).

You also can request disclosures documented in an electronic health record for treatment,
payment and health care operations (if applicable) for the last three (3) years. Your request
should indicate in what form you want the list (for example, on paper, electronically). If you
wish to make such a request, please contact our Privacy Officer at the contact information
below. The first list you request within a twelve (12) month period will be free. For additional
lists, we may charge you for the costs of providing the list. We will notify you of the cost
involved and you may choose to withdraw or modify your request at that time before any costs
are incurred.

¢ Right to Request Restrictions. You have the right to request a restriction or limitation on the
PHI we use or disclose about you for treatment, payment or health care operations. You also
have the right to request a limit on the PHI we disclose about you to someone who is involved
in your care, or the payment for your care (for example, a family member or friend). You also
could request us not use or disclose information about a surgery you had. Your requested
restriction must be in writing to our Privacy Officer and include: (1) the information that you
want to restrict; (2) how you want to restrict the information (for example, restricting use to
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this office, only restricting disclosure to persons outside this office, or restricting both); (3) to
whom you want those restrictions to apply (for example, disclosures to your spouse); and (4)
how long the restrictions shall apply.

We are not required to agree to your request unless the disclosure is to a health plan for purposes
of carrying out payment or health care operations (not for purposes of carrying out treatment),
except as otherwise required by law or the information pertains solely to a health care item or
service for which we have been paid out of pocket in full. If we do agree, we will comply with
your request unless the information is needed to provide you emergency treatment. In the event
we deny any requested restriction, we will inform you of such denial in writing. A restriction
is not effective to prevent uses or disclosures permitted or required by the Secretary to
investigate our compliance with the HIPAA Privacy Rules, for a directory, or other situations
where you have the opportunity to agree or object to certain uses and disclosures of PHI about
you.

e Right to Request Confidential Communications. You have the right to request that we
communicate with you about medical matters in a certain way or at a certain location. For
example, you can ask that we only contact you at work or by mail. We will not ask you the
reason for your request. You must make your request in writing to our Privacy Officer at the
contact information below. Your request must specify how or where you wish to be contacted.
We will accommodate all reasonable requests, but we reserve the right to deny any requested
alternative means to contact you. In the event of such denial, we will inform you of our denial
in writing.

o Right to a Paper Copy of This Notice. You have the right to a paper copy of this Notice. You
may ask us to give you a copy of this Notice at any time. Even if you have agreed to receive
this Notice electronically, you are still entitled to a paper copy of this Notice. To obtain a paper
copy of this Notice, please contact our Privacy Officer at the contact information below. You
may obtain a copy of this Notice at our website, www.knightdermatology.com.

¢ Right to Receive Notice of a Breach. We are required to notify you first class mail or by e-
mail (if you have indicated a preference to receive information by e-mail) following a breach
of unsecured PHI, if your PHI has been, or we reasonably believe your PHI to have been,
accessed, acquired, used, or disclosed as a result of such breach, as soon as possible, but in any
event, no later than 60 days following the discovery of the breach. The notification of breach
will include the following information:

o a brief description of the breach, including the date of the breach and the date of
its discovery, if known;

o adescription of the type of Unsecured Protected Health Information involved in
the breach;

e steps you should take to protect yourself from potential harm resulting from the
breach;

o abrief description of actions we are taking to investigate the breach, mitigate losses
and protect against further breaches; and

e contact information, including a toll-free telephone number, e-mail address, Web
site or postal address to permit you to ask questions or obtain additional
information.

In the event the breach involves 10 or more patients whose contact information is out of date,
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we will post a notice of the breach on the home page of our website or  in a major print or broadcast
media. If the breach involves more than 500 patients in the state or jurisdiction, we will send notices to
prominent media outlets. If the breach involves more than 500 patients, we are required to immediately
notify the Secretary. We also are required to submit an annual report to the Secretary of a breach
that involved less than 500 patients during the year and will maintaina  written log of breaches
involving less than 500 patients.

To exercise the above rights, please contact the following individual to obtain a copy of the relevant form
you will need to complete to make your request:

Name: Marissa Knight, J.D.
Title: Privacy Officer
Phone Number: 407-992-0660

Section E: Changes to This Notice

We reserve the right to change this Notice. We reserve the right to make the revised or changed Notice
effective for PHI we already have about you as well as any information we receive in the future. We will
post a copy of the current Notice in our offices. The Notice will contain on the first page, in the top right
hand corner, the effective date.

Section F: Complaints

If you believe your privacy rights have been violated, you may file a complaint with us or with the Secretary
of the U.S. Department of Health and Human Services. To file a complaint with us, contact the individual
identified on the first page of this notice. All complaints must be submitted in writing. You will not be
penalized for filing a complaint. The Secretary of the U.S. Department of Health and Human Services
contact information is as follows:

Region 1V, Office for Civil Rights

U.S. Department of Health and Human Services
Atlanta Federal Center

Suite 3B70, 61 Forsyth Street, SW.

Atlanta, GA 30303-8909

Voice Phone: (404) 562-7886

FAX: (404) 562-7881

TDD: (404) 331-2867

10
047328.000002 602487195.1



